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WASHINGTQON

Septemker 29, 1978

MEMORANDUM FOR:

Dr. James B. Rhoads

Acting Chairman
Interagency Classification
Review Committee '

SUBJECT: Implementing Directive for
Executive Order 120065 on
National Security Informaticn

The draft implementing directive for Executive Order 12065
on \atlonal Security Information and the comments 0f the
ICRC, submitted with your letter of Scptaﬁbe* 19, 1878,
have been reviewed, and further revisions have been made

ar
The attachad directive, as revised, is aporcved Ior
issuance and publication.

S S.pA b

Zbhi gnlew rzezinski

Ericicsure
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TNFORMATION SECURTTY OVERSIGHT OFFICE
DIRECTIVE No. 1
CONCERNING

NATIONAL SECURITY INFORMATION

This Directive is issued pursuant to the provisions of Section

6-204 of Executive Order 12065. The purpose of the Directive

is to assist in the implemsntation of Executive Orcer 12065,
and users of the Dimective shall refer concwrrently to <he
Executive Crder for gaifs-cs.

i3 OF CONTZNIS

Secticn 1. ORIGITI AL C_ASEITICATION: :
A Definition : 2
B Classificazion Authority 2
C Request for Classification Authority 3
D Record Requirerants 3
E Classifica=ion Procedure 3
F Foreign Govermmant Information 3
G Stand:. 1 Identification and Markings 4
H Additional Markings Required 9
I Abbreviations . 10
Section II. DERIVATIVE CLASSIFICATION:
A Definition 11
B Responsibility . 11
c Marking Derivatively Classified Documerncs 12
D Classification Guides 13
Section III. DECLASSIFICATION AND DOWLERADING:
A Record Requirements 14
B Declassification Policy 14
C  Systematic Review for Declassification 14
D Procedures for Mandatory Declassification
Raview 18
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Section IV, SATEGIARDING:
A General 22
B General Restrictions on Access 22
Cc Access by Histordcal Researchers and

Former Presidential Appointees : 23
D Dissemination 23
E Accountability Procedures ' 23
F Storage . 24
G Transmittal 28
H Loss or Possible Cormromise 31
I Destruction . . 31
Section V. DMPLEMENTATION AND REVIZW:

Challenges to Classification 32
Section VI. GENERAL PROVISIONS:
A Notification : 32
B Posted Notics 32
C Downgrading, Declassification, and

Upgrading Ma=ridngs 33
D Combat Operations 33
i Publicztion ad Effective Date 34

I. CRIETL CIASSITICATION

A. Definition. "Originzl ciassification" as use< in the Cr:der
means an initial determination that information reguires

protection against wnauthorized disclosure in the interest of
national security, and a designaticn of the level of classification.

()=

B. Clessification Authority. In th2 absence of an authorized

classifier, anyons designataed to act in that person's abrence

may exercise the classifier's authority. (1-204%)

“#Parenthetical vreferences are to relatad Sections of Ewecutive Order

12065.
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C. Recuest for Classification Authority. Requests for original

classification autljnom":ty for agencies not listed in Section 1-2
of the Order shall be submitted to the President through the
Information Security Oversight Office. .Requests shall include:
(1) the designation of the officials for whom or positioné for
which authority 15 sought, (2) the level of authority requested,
and (3) the justification'for éuch réquests, includiné a
description of the type of information that is anticipated to

require original classification. (1-2)

D. Record Reguirmements. Azencies and officials granted original

classificztion authority pursuant to Section 1-2 of the Order
shall meim==in a cuxrent iisTing, by classification designation,

| Of indivisuzls to whem or sosizions to which original classification

authority has besen delsgzzai. (1-2)

E. Classification Procedurs. Except as provided in Ssction

1-303 of ths Ordsr, the fact that the information concermis one
or rore of the qualifying criteria or categories of information
shall not create any presumption as to whether the information

reets the damage tests. (1-302 and 1-303)

F. Foreign Government Information.

1. Identification. "Foreign goverrment information” is:

£

a. Information providad to the United States by a foreign

government or intermational organization of governmzrs in the
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expectation, express or implied, that the information is to be
kept in confidence; or

b. Information produced by the United States pursuant to
a written joint arrangement with a foreign government or
international organization of govermments requiring that either |
the information or the arrangement, or both, be kept in confidence.
Such a written joint arrangement may be evidenced by an exchangs
of letters, a memorandum of understanding, or other written

record. (1-303 and 6-103)

2. Dura~iocn of Classifiza*ion. Unless the guidelines caveloped

pursuant 1o Section 3-4%0k of +he Order or other guidelines
prescribs dates or events for declassification or for r view
for declzssification:

a. TForeign govermmant information shall not be assignsi‘a
date or event for automatic declassification unless such is
specified or agread to by the foreign government or interpationzl
organization of govermments.

b. Foreign govermment information classified after the
effective date of the Order shall be assigned a date for rsview

for declassification up to thirvty years from the time the

information was classified or acquired. (1-402 and 3-40%)

G. Standard Identification and Markings. At the time of

original classification, the following shall be showm on the

Approved For Release 2001/08/09 : CIA-RDP94B01041R000300010002-4

— o

e iy



Approved For Release 2001/08/09 : CIA-RDP94BO1041 R000300010002-4

face of paper copies of all classified documents:

1. Identity of Classifier. The identity of the classifier,

unless also the signer or approver of the document, shall be
shown on a ""classified by" line; e.g;_, "Classified by John Doe"
or "Classified by Director, XxXX." (1-501(a)) |

2. Date of Classification and Office of Origin. The date and

office of origin on a documernt at the time of its origiration
may be considered the date of classification and identification

of the office of origin. (1-501(b))

3. Date o= Event for Dezlzssification or Review. The date for

automatic szclzssification cr for declassification review shall

 be shown on a "declassify =o' or a "review for declassification

on" line; e.g., "Declassiiy on 1 November 1934 ," "Declassify
D"

on completion of state visit," or "Review for declassification

on 1 Noverhar 1998."  (1-501(e))

4. Downgrading Markings. When it is determined (e.g., in a

classification guide) that a classified document should be
downrraded automatically at a certain date or upon a certain
event, that date or event shall be recorded on the face of the

document; e.g., "Downgraded to Secret on 1 Noverber 1990" or

"Downgraded to Confidential on 1 December 1985."  (1-5)
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6. Identity of Extension Authority. The identity of the

official who authorizes a date for declassification or for
review for declassification that is more than six years beyond
 the date of the document's clcjissification shall be shown on
the doément,.mless tha.t official also is the classifier,
signer, or approver of the docunent. This marking sh.a!.l be

shown substanta.ally as follows' "Extended by (Insert namez or

e e e e

title of position of agency head or Top Secret classification

authori+y)." (1-502)

" 6. Reason for Extension. uhan classification is extended

beyond six years, the reascn shall be stated on the document
either in narrative form or by reference to an agsncy regulation
that stares the resscn Sor exzension in narrative form. The
reason shall be shown SLbS’C:..“ .Lally as follows: "R=ason for

ex~ension: (State reason or apdlicable reference)." (1-532)

7. Overall and Page Marking of Documents. The cvarall

classification of a document shall be marked, stampad, or
affived permanently at the top and bottom of the outside of
f.he front cover (if any), on the title pege (if any), on thz
first page, and on the outsid'-a. of the back cover (if any).

Fach interior page of a classified document shall be rarkad

3

or stammed at the top and bottom either according to the

highest classification of the content of the page, incluling
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the designation "Unclassified" when appropriate, or according
to the highest overall classification of the docurent., In
any case, the classification marking of the page shall not
supersede the classification marking of portions of the page
marked with lower levels of classification. (1-501(d))

8. Subjects and Titles. Whenever practicable, subjects and

titles shall be selected so as not to require classification.
When the subject or title is classified, an unclassified
identifier may be assigned to fa_ilitate receipting and

reference. (1~-5)

9. Mendatory Portion Meriking, Classifiers shall identify the

level of mlzssificatizsn of zzzh classified portion of a document
(i“iglud:lng subjects and tiztles), and those portions that are

not classified. Portion marking g}lalwl_be accorplished by placing
a parenthetical designator immediately preceding or following

the text that it governs. The symbols "(TS)" for Top Secret,
Sy for Secret, "(C)" for Confidential, and "(W" for

Uriclassified ghall be used for this purpose. If individual

portion marking is :impracticable, the document shall contain

a description sufficient to identify the information that is
classified and the level of such classification. A waiver of
the portion marking requirement may be granted by the Director of

—

the Information Security Oversight Office. Requests for such
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waivers shall be made by the head of an agency or designee to

the Director and shall include: (a) identification of the
informition or classes of documents for which such waiver is

sought, (b) a detailed explanation of why the waiver should be '
granted, () the agéncy's best judgmén‘t as to the anticipated
dissemination of the information or cla.é.s of docurents oy

which wailver is sought, aﬁd (d) the éxtent to which tl-ie

mfomation subject to the waiver may form a basis for classification

of other documents. (1-504%)

10. Materi=l other than Documents. The classification and

associsted markings prescrized by this Directive for documents
chall, whzre practicable, 52 affixed to material other than

documencs by stamping, T2izing, or other means. If this is not

-

- - -

practicable, recipients snxil be made aware of the classificaticn
and associated markings by notification or other means &as

prescribed by the agency. (1-5)

11. Transmittal Documents. A transaittal documert shall

- indicate on its face the highest classification of the information
syansmitted by it and the classification, if any, of th=
transmittal document. Yor eia;nple, en unclassified trensmittal
document should bear a .notation substantially as follows:

YUNCLASSIFIED ViiEll CLASSIFIED ENCLOSURE 1S DETACED."  (1-35)
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12. Marking Foreign Goveryment Information. Except in those

cases where such markings would reveal intelligence information,
foreign government information incorporated in United States

documents shall, whenever praicticable, be identified in such
=

mamer as to ensure that the foreign government information is
not declassified prematurely or made accessible to na‘&iqr_als of
a third country without ccnsent of the originator. Documents
classified by a foreign government or an international organ-
jzation of goverrments shall, if the foreign classification
is not in English, be revkad with the equivalent United States
classification. Foreign govsrnment information not classified
by a foreliz government cr zo international organization of

: gover%c»zz-:s but providsd 7z The United States in confidance
by a foreign government or =y an internationzl organization
of govermments shall be classified at. .an appropriate leval znd
shall be marked with ths United States classification aczordingly.

(1-5)

H. Additional Markings Reauired. In additicn to the rarking

reguirements in paragraph G, the following markings shall, as

appropriate, be displayed prominently on classified information.
When display of these additional markings is not practicable,
their applicability to the information shall be included in the

written notification of the assigned classification. (1-5)

" “"Approved For Release 2001/08/09 : CIA-RDP94B01041R000300010002-4" v -
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1. Restricted Data or Formerly Restricted Data. For classified

information cbntaiﬁing Restricted Data or Formerly Restricted

Data as defined in the Atomic Energy Act of i95u, as amended,

such markings as may be prescribed by the Ikxerfnent of Energy
in regulations issued pursuant to the Act shall be applied.

2. Intelligence Scurces and Methods Information. For classified

information involving intelligence sources or methods:
YARNTHG NOTICE -~ INTELLIGENCE SOURCES AMND METEODS -
INvoLVED!

3, Disserination and Re-roluction Notice. For classified

information that ths originzTcr has determined, pursuant to
Section 1-395 of ths Cxdar, should be subject to spacial
dissemination or reprodu::i:n imitations, or both, a statsament
placing the user on notice of the restrictions shall be included
in the text of the docurent or on its cover sheet; e.g.,

"Reproducticn requires approval of originator," or "Firther

dissemination only as directed by (Insert aporopriate office

or official)." (1-508)

I. Abbreviations. Classified documents that ars transmitted

electrically may be marked with abbreviations or cdodes in a
single line to satisfy the requirements of each subsection of

paragraphs G and H in a manner consistent with economic avl
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efficient use of electrical transmission systems, provided that
the full ‘text. r*epr*e;sented by each such abbreviation or code and
its relation to each subsection of paragraphs G and H is readily
available to each expected user of the classified documents
affected. )

II. DERIVATIVE CLASSIFICATION

A. Definition. "Derivativa classification” as used in the

Order means a determinaticn that information is in substance
the sams as informaticn that is cwrently classified, and a

designation of the level =Z ciassification. (2-1)

B. Resoonsibility. Derivailive application of classification

 markings is & respensiziiizy of those who incorporate, para-
phrase, rastate, or gensrats in new form information that is
already classified, and oi those vho apply rarkings in accordancs
with instructions from an authorized classifier or in accordarncs
with an authorized classification guide. Persons who apply
derivative classification markings should take care 1o datermine
wihether their paraphrasing, restating, or surmarizing of
classified information has removed the basis for classification,
Vhare checks with originators or other appropriats inquiries
show that no classification or a lower classification than
~iginally assigned is appropriate, tha derivative docurent
shall b2 issuad as unclassified of shall be marked appropriately.

(2-101 and 2-102)

Approved For Release 2001/08/09 : CIA-RDP94B01041R00030Q0010002-4, .,
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C. Marking Derivatively Classified Documents. Paper copies
of derivatively classified documents shall be marked at the
time of origination as follows:
N

1. The classification auﬂzofity shall be shown on a "classified

by" line; e.g., "Classified by (Insert identity of classification

guide)" or "Classified b;\,; (Insert source of original classifi-

i

cation)." If the classification is derived from rore than one /
source, the single phrase "tmltiple sources" may be shown, _ /

provided that identification of each suc.h source 1s maintained /

with the file or record cooy of the document; (2-102(c))

2. The idzntity of thz offize originating the derivatively
classifizZ document shza’® = shown on the face of the documant;
(2-102)

3. Dates or events for & c.assificat.ion or review shall b=
carried forwuard from the soorce material or classification
guide and shown on a "declassify on" or "review for declassi-
Fication on" line. If the classification is derived from rore
than one source, the latest date for declassification or review
applicable to the various source materials shall be &g opliad to

the nzv information; (2-102(c))

4. The classification marking provisions of Sectio:. I.G. 7
through 9 and I.G. 12 are also applicable to derivatively

classified documents; (2-102(c))

- Approved For Release 2001/08/09 : CIA-RDP94B01041R0060300010062-4 - -
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5. Any additional rrarldng under Section I.H. of this Directive
appearing on tha source material shall be carried forward to

the new material when aporopriate; (2-102(c)) and

6. Any abbreviation or ‘code permitted under Section I. I. of

this Directive may be applied to derivatively classifa'fed documants.

D. C(lassification Guides.

1. Requirements. Classification guides issusd pursuant to

Section 2-2 of the Ordex shali:

a. Icentify the information to be protectad, using

=)

categorization to the sxtans z:ece.ssary to ensure that the
inforratizr involvad can b2 1fantified readily and wiformlys
(2-201)

b. State vhich of tThs classification designztions (i.e.,
Top Secwet, Sacret, or Confidential) applies to the information;
(2-201)

¢. State the duration of classification in texms of a
period of time or future event. Wnen such dwration is to excesd
six yaavrs, the reason for such extansion shzll bs provided in

the guids. However, if the inclusion of classified reasor

I-n

would result in a leval of classification for a guide that
would intibit its desirable and rejuired dissemination, those
reasons need bz recordad only on or with the record copy of

the guicds; (2-201) and

Approved For Release 2001/08/09 : CIA-RDP94B01041R000300010002-4
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d. Indicate how the designations, time limits, markings,
and other requireménts of the Order and this Directive are to
be applied, or make spécific reference to agency regulations
that provide for such application. (2-201)

2. Review and Record Requirements. Fach classification guide

shall be kept current and sh2ll be reviewed at least once evary
two years. Each agency shall maintain a list of all its

classification guides in cwrent use. (2-2)
IITI, DECLASSIIZCATIC! AND DCWIGRADING

A. Record Regquirements. Azsncles and officials granted original

classifizz=ion authcorit, Torsoant to Section 1-2 of the Order shall

-~ . . -

maintain a record of Iniiniiuzis or positions des

Ioated ag
ignhated as

declassification authoritiss pursuant.to Section 3-103 of the

Order, (3-103)

B. ' Declassification Policy. In making determinations undsr

Section 3-203 of tho Ordar, officials shall respect thz intent
of the Order to protect foreign govermment information and

confiden+tial foreign sources. -(3-303)

C. Systematic Review for Declassificatic:.

1. Systematic Peview Guidelines.

a. U.S. Originated Information. Systematic review

saidelines shall be kept current through review at least every
two years, unless earlier rev.sw for revision is requested by
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the Archivist of the United States. (3-402)

b. Foreign Government Information. Within one year

after the effective date of the Order, heads of affected agencies
shall, in consultation with the Archivist and in accordance
with the provisions of Section 3-404 of the Order, develop
systematic review guidelines for thirty-year old foreign
government information. Thesga_.' guidelines shall be kept current
through review by agercy héds at least once every two years,
unless earlier review for revision is requested by the Archivist
of the United States. A copy of these guidelines ard any
revisions thereto shall be Zirmished to the Information Security
Ovarsight 0Zfice. Upon re:_uést, the Department of State shall
provide aivice and such z=sistance as is necessary to effect

foreign zovernment coorcimz=isn of the guidelines. (3-404%)

2. Systeratic Review Procsdures.

a. Schsduling for Systematic Review. Classified non-

permansnt records that are scheduled to be retained for more
than twenty years nesd not be systematically reviewsd but

Vs-hall ba peviewed for declassification upon request. Within
sixty days of the effective date of the Order, heads of agencies
and officials dssignated by tl*;e President pursuant to Section
1-2 of the Order shall direct that all classified records

twenty years old or older, whether held in storags axrezs by ths

- Approved Fo['l?elea?e 2001/0_8/09 : CIA-RDP94B01041R000300010002-4
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agency or in Federal records centers, be surveyed to identify
those that I*eqtﬁxe‘sched\ﬂ.iﬁg‘ for future disposition. Such
scheduling shall be' accomplished within two years of thz
effective date of t'he Order, (3-401)

b. Extending Classification After Review.

(1) TForeign Government Information. Agency heads listed

in Section 1-2 ard off::.c_als designated by the President pursuant
to Section 1-201 of the Oh:lm*" may extend the classification of
foreign governmment inforration beyond 30 years, but o".ly in
accordance with Sections 3-3 and 3-404, This authority ray rot
be delegzted. When classification is extendsd beyond 30 years,
a date no more than ten ysazrs later shall be set for
declassiFication or for thz naxt review. Subsequent reviews

for declessificaticn shz"l 3= sst at no rore than ten yzar
intervals, (3-404)

(2) WHaivers of Fm"tnw Review. Heads of agencies listed

in Section 1-2 and officials designated by the Presicdent
pursuant to Section 1-201 of the Order may request from o
Director of the Oversight Office a walver of the ten-yaar
breview requiremant for both U.S~criginated and foreign govern-
ment inform. ‘on. Such requests shall include a perscnal
certification by the agency head that the classified Information
for vhich the waiver is sought has been systematically ravizwed
as required, and that a definitive date for declassification

could not be determined. Waivers should not be reguasted unless
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—

the results of the review have establ:li.shed an idanfifiable
need to continue ciassification for a pericd in excess of
fwenty additional years. Each requesf shall include a
recommended date or event for subsequent review or autorfatic
declassification. (3-401) |

¢. Assistance to the Archivist._

(1) The head of each agency shall designate experienced
personnel to assist the Archivist of the United States in the
systematic review of twenty year-old U.S.-originated information
and thirty year—oid foreizn government informtion accessicnad
into the laticnal Axchives o the United States. Such personnel

shalil:

th

(2) rovide guifance =2 assistance to National Archives
epleoyees in icdentifying =nZ ssparating documents and specif‘icr
categories of information within docurents that are deemed o
require continued classification; and

(b) Subinit to the heéd of the agenzy recommendations for
continued classification that identify documents or specific

categeries of information so separated.

(2) The hzad of the agency shall then make the deter-
minations personally and in writing required under Section 3-401
of the Onier as to which documents or categories of informztion
require continusd protection. The agency shall inform the

Archivist of the United States of this determination. (3-u4)
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d. Special Procedures. Special procedures for systematic

review and declassification of classified cryptologic informetion
and classified information concerning the identities of
clandestiﬁe human agents promulgated in accordance with the
provisions of Section 3-403 of the Order shall be binding on

all agencies. (3-403)

e. Foreign Relations Series. In order to permit the

editers of Foreign Relations of the United States to meet their

mandated o2l of publishing twenty years after the event,
heads of cepartments and zzsncies are requested 1o assist the
editors in the Depariment - State by facilitating access to
approprizze classifisd mazerials in their custody and by
expaditing declassificazizn raview of iters from their files.

selected Sor publicaticn. (3-&)

D. Proc xdres for Mandator, Ceclassificaticn Raview.

1. U.S.~Criginated Information.

a. Action on an Initizl Request. FEach agency shall

designate, in its implementing regulations publishel In the

Federal Register, offices to which requests for mandatery

review for declassification may be directed. Upon reguest
for declassification pursuant to Section 3-5 of the Crder,
agencies shall apply the follzving procedures:

(1) The designated offices shall acknowledge receipt
of the request.

Approved For Release 2001/08/09 : CIA-RDP94B01041R000300010002-4
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(2) Whenever a request does not reasonably describe the
information sought; the requestor shall be notified that unless
additional in.fomation is provided or the scope of the request
is narrowed, no further actien will be undertaken. {(3-501)

b. Information in the Custody of and under the Exclusive

Declassification Autho*":.ty of an Agen _y. The designated oifice
shall determine whether, under 'the declassification p;'ovisions
of Section 3-3 of the Order, the requested information may be
declassified and, if so, shall make such information availadle
to the recuestor, unless withholding is otherwise warranted

under epsiicable law. IS e info ormation may not be released

in whole or in part, the reguastor shall be given a brief
statemsn— 25 to the reasons Sor denial, a notice of the right

to appezl the deterwin a+isr <o a designated agency appsllate
authority (including name, title, and address of such authority),
and a notice that such an appeal must be filed with the agendy

within sixty days in order to be conslidered. (3-501)

c. Information Classified by Agencies other than the

Custodial Agency. Wnen an agency receives a reguast for infor-

ration in its custody that was clasc) fied by another agancy,
it shall forwand the request to the appropriate aganzy for
revieus, together with a copy of the donumant containing the

information requested where practicable, and with its reconr

rendation to withhold any of the information where apzropriate.

Approved For Release 2001/08/09 CIA- RDP94BO1041 R000300010002-4
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Unless the agency that classified the information objects on
grounds that its association with the information regquires
protecticn, the agency that received the request shall also
notify the requestor of the mfem\al. After the agency that
classified the information completes its review (il;x coordination
with other agencies that have a chrect Ainterest in 'the subject
matter), a response shall be sent to the requestor in accordance
with the proé_edures describzd sbove. If requested, the agency
shall also comminicate its determination to the referring agency.
(3-501) |

d. A~—ion on Azo=z1. Th2 head of an agency or a

designes shall establish srocsdures to act within thirty days

upon 211 zgpeals of deniats ol = vrequests for declassification.
- These procedures shzil provilz for meaningful eppallate

consideration, shall be Zomiarded to the Oversight Offics for.

peview,and shall be published in the Federal Register, In

accordance with these procedures, agencies shall determine

vwhether continuad classification is required in whole or in pert,

notify the requestor of the determination, and nake available
anvy information that is declassified and otherwise releasabls.
If contimued classification is required under the provisions
of Section 3—?; of thz Order, the reguesto:r shall be notifie
of the reasons therefor. If requested, the agency shell also

communicate the appeal determination to any referring azency.
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(3-5 and 5-u404(c))

e. Fees. If the request requires the rendering of
sexrvices for which fair and equiteble fees may be charged
ptmsuanf to Title 5 of the Independent Offices Appropriation
Act, 65 Stat. 290, 31 U.S.C. 483a' (1976), such fees may bs
imposed at the discretion_ of 'ﬂ.xe agency rendering the_ser-\f:'.cas.
Schedules of such fees shall be published in the Federal

Register, (3-501)

2. TForeign Govermment Information. Except as provided

hereinafter, requasts for mandatory review for the declassifi-
cation ¢ classified docoman=s that contaln foreign govarrment

informaticn shall be proczssed and acted upon in accordancs
with thz provisions of S=zziszn D.1 above. If the agency
receiving the request is &lsc the agency that initially receix'é:l
or classified the foreig: govermmant information, it shall
determine whether the foreign govermment information in the
document ey be declassified and released in accordance wl
agency policy or guidelin-s, after cérsul‘t:ing with other azancies

that have subject matter interest as necessary. If the agen

a

receiving the request is not the agency that received or
classified the foreign government information, it shall reler
the reguest to the appropriate agency, which shall ta’ 2 action
as described above, including its recommendation to withhold

any of ths information where appropriate. In thoss casas where
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agency policy or guidelines do not apply, consultation with
the foreign origiﬁaior through appropriate channels may be
advisable prior to final action on the request. (3-5)

IV. SAFEGUARDING

A. General. Information classified.pursuant to Executive

Order 12065 or prior Ordars shall be afforded a level of
protection against unauthorized disclosure commensurate with

its level of classificatica. (4-1)

B. Gensrz) Restricticns ¢o Access,

1. termimation of Need-zo-rnow. Classified information

1]

shall bs =222 availablz =2 z z2vson only when the possessor

of the classifiad informa=iz: establishes in each instance,
except as provided in Secticn 4-3 of 'the er, that access

is essential to the accormplishment of official Government

duties or contractual obligations. (4-101)

2. Determination of Trustworthiness. A person is eligible

for access to classifiad information only after a showing of
trustworthiness as determined by agency heads based upon
appropriate investigations in accordance with applicable

standards and criteria. (4-101)
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C. Access by Historical Researchers and Former Presidential

Appointees. Agencies shall obtain (1) written agresments
from requestors to safeguard the information to which they
are given access as permitted by the Order and this Directive,
and (2) written consent to the agency's review of their notes
and manuscripts for the pm:'po;%e' of determining that nd classified
information is contained ’chéreirx. A determination of trust-

. worthiness is a pre-condition to a requestor's access. If
the access requested by historical researchers and former
Presidenzial appointess rziiires the rerdering of services
for which fair and equitsbla Zess may be chzrgad pursuant

to Title 5 of the Indspencent Offices Appropriations Act,

65 Stat. 233, 31 U.S.C. &2:z (1376), the requestor shall b=

so rotifisd and the fees ray be imposaed. (4-3)

D. Dissemination.

Except as otherwise provi ided by Sec ""..ZLO"l 10
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Security Act of 1947, 61 Stat. 495, 50 U.S.C. 403 (1370 &
Supp. V 1975), cl fied information originating in on= agancy
may not be disseminated outside any othar agency to which
it has bean jude available without the consent of the criginzting

agency. (u-403)

E. Accountzbility Procedures.

1. Top Secret. Top Secret control officers shall be designated

A com
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to receive, transmit, and maintain current access and account-

ability records for Top Secret information. An inventory of

Top Secret docurents shall be made at least annually; however,
heads of agencies may authorize the ammual inventory of Top
Secret documents in repositories, libraries, or activities that
store large volwres of such informa t10'1 to be limited to documsnts
to which access has been afforded vmﬂun the past tw=]va months.
The Director of the Oversight Office may grant a waiver with

respect to the requirement of an annual inventory for storage

measuwres with respsct to suh storage systems are adequate to

prevent access by wnzuthorizsd persons. (4-103)

2. Secrst zm3 Confifs-zisl.. Secret and Confidential classified

information shall be subiezr To such controls and current
accountability records as the head of the agency ray prescribe.
(4-103)

F. Storage. Classified information shall be stored only in
facilities or under conditions adequate to prevent unauthorized

persons from gaining access to it. (u4-103)

1. Top Secret. Top Secret information shall be stored in a

GSA-approved, safe-type, steel file cabinet having a built-in,
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three-position, dial-type combination lock cr within an
approved vauit, or‘vault-type room, or in other storage facility
that meets the standards for Top Secret established under the
provisions of subsection 3 below. In addition, heads of agencies
shall prescribe such additional, supﬁlenen'tary controls as are
deemed aprropriate to restrict unauthorized access to_ ereas

where such informstion is stored. (4-103)

- 2. Secret and Confidentizl. Secr*ét and Confidentizl information

shall be stored in a manner and under the conditions prescribed
for Top S=cret inforretion, or in a container or vault that
nee't:s the standards for Szorst or Confidential, establishad

: ;xxxau.:mt to the provisions of subsections 3 or 4 bzlow. (4-103)

3. Standards for Seourity Zizinment. The General Services

Adninistration shall, in coord:'..netion with agencies originating
classified information, establish and publish uniform standards,
spacifications, and supply schedules for containars, vaults,
alarm systerns, and associated seqlrity devices suiteble for

the stcrage and protection of all categories of classified
information. Any agency may establish more stringsnt standards
for its own use. Whenever naw security equipment iIs procured,
it shall be in conformance with the standexrds and specifications
referred to above and shall, to the maximm extent practicable,
be of the type designated on the Federal Supply Schadule,

General. Services Administration. (4-103)
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4. Exception to Standards for Security Equipment.

a. Secret and Confidential information may also be stored
in a steel filing cabinet having a built-in, three-positicrn,
dial-type, changeable cc_xcrb:‘nafion lock, or a steel filing
cabinet equippad with a steel lock bar, provided it is secured
by a three-position, changeabié, conbination padlock approved
by GSA for the purpose. ‘I'lw:e storage of Secret information in
the steal filihg cabinets described above regquires the use of
such supplementary controls as the head of the agency deems
necessary =o achieve ths JZezres of protection warranted by the
sensitivity of the informezicn involved.  (L-103)

b. TIor protectiscn of bulky Secret and Confidential
material (for ewzmoliz, wwzznonyy containing classified com-

ponznts) in ma,;:,nvm=s, seong rooms, or closed areas, access

openines may be secured bw changeable combination or key-operated
pa (<) y - b

high-security padlocks approved by GSA. When key-opsrated
padlocks are used, keys shall be controlled in accordanca

with subsection 6 below. (4-103)

5., Conblnations.

a. Iquirment in Service. Corbinations to dial-typs locks

shall b= changed only by persons having appropriate security
clearance, and shall be changed whenaver such equipmant 1s

placed in use, whenever a person knowing the combination no
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longer requires access to the combination, whenever a conbination

has been subjected.to possible compromise, whenaver the equip-
ment is taken out of service, and at least once every year.
Knowledge of combinations protecting classified information

shall be limited to the minimum nurber of persons necessary for

operating purposes. Records of combinations shall.ba' classified

no lower than the highest level of classified information to

be stored in the security equipment concermed. (4-103)

b. Equipment Out of Service. When security equipment

having a b.‘llt—-.._n cxmb'ms:-:i:': lock is taken out of servics,
the lock shc_.l ba raset o The standax‘d corbination 50-25-53.
Combinzticn padlocks shal? te raset to the standard cordination

10-20-3%. (4-102)

6. Keys. Heads of agencies shall establish edministrative

procedures for the control and accountability of keys and

locks whenever key-operated, high-security padlocks are utilizad.

The level of protection provided such keys shall bes equivalent
1o that afforded the classified information being protected.
Under no circumstances may keys be removed from the premises.

They shall be stored in a secure container. (4-103)

7. Responsibilities of Custodians. Persons entrusted with

classified information shall be responsible for providing

protection and accountability for such information at all times
Approved For Relea_se 2001/08/09 : CIA-RDP94B01041R000300010002-4
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and for locking cle.lssified information in approved securit;}
equipment tmene‘ver. it is not in use or under direct supervision
of awrthorized persons. Custodians shall follow procedures that
ensure \nauthorized persons do mot gain access to classified
information. (4-103) o

8. Eﬁpections. Individuals charged with the custody of
classified information snall conduct the necessary inspections
wi-tﬁin their areas to ensure adnerence to procedural safeguards
prescribad to protect zssified information. Agency security
officers skl ensure thet periodic inspections are made to
determine whether procedorzl safeguards prescribad by agency

regulaticns are in effam z= =211 times. (4-103)

6. Trensmittal.

1. Preparztion end Receipting. Classified information shall

be enclosed in opaque inner and outer covers before transmitting.
The imner cover shall be a sealed wrapper or envelope plainly
masked with the assigned classification and addresses of both
sender and addressee., The outer cover shall be sealed and
addressed with no identification of the ¢lassification of its
contents. A receipt shall be attached to or enclosed in the
inner cover, except that Confidential information shall require

a receipt only if the sender deems it necessary. The receipt
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shall identify the sender, addressee, and the document, but

shall contain no classified information. It shall be
imnediately signed by the recipient and returned to the sender.
Any of these wrapping and receipting requirements may be
waived by agency heads u.r-lda' oqnditions that will provide
adeq_uate protection and prevent access by unauthorized persons.

(4-103)

2. Transmittal of Top Secret. The transmittal of Top Secret

information shall be by spacifically designated parsonnel,

system specially created Zor that purpose, or over authorized

secwre cormimications circuits. (=103

3, Trensrmittel of Sscret, The transmittal of Secret material

shall bz effected in the following mennar:

a. The Fifty States, Disirict of Colurbia, and Pusrto Rico.

Secpet information may be transmitted within and bewszen the
fifty States, District of Colufrbia,and Puerto Rico by one of
the means authorized for Top Secret information, by the

United States Postal Service registered mail, or Ly protective
services provided by United States air or surface commercial
carriers under such conditions as may be prescribed by the

head of the agency concerned. (4-103)
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b. Ca.nad:o,an Covernment Installations. Secret information

may be 'tx'ansr:ﬁ.tted- to and between United States Government
and Canadian Govermment installations in the fifty States,
the District of Columbia, and Canada by United States and

Canadian registered man.l with registered mail receipt. (4-103)

c.. Other Areas. Séc:r‘et information may be transmitted

from, to, or within areas other than those specified in
subsections a or b abova by one of tﬁe means established for
Top Secret information, cr by United States registered mail |
through &=y, Navy, or Air force Postal Service facilities
provided that the information does not at any time pass out
of Uni+ad States citirzen ccn—ol and does not pass through
a foreis oostal system. _censmittal outside such areas may
also be azcorplishel wndsr sszort of appmpria'tely clezred
ersonnel aboard United States Govezwnent and United States
Government contract vi .icles or aiveraft, ships of the United
States Navy, civil service manned U.S. Naval ships, and ships
of U.S. Registry. Operators of thicles, captains or masters
of vessels, and pilots of aircraft who are United States
citizens and who are eppropriately cleared rmay be designated

as escc “ts.  (4-103)

4. Transmittal of Confidential. Confidentiel information

shall be transmitted within and between the fifty States,
the District of Columbia, the Commrwealth of Puerto Rico, and

U.S. territories or possessions by one of ~he means established
Approved For Release 2001/08/09 : CIA-RDP94B01041R000300010002-4
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for higher classifications, or by United States Postal Service

certified, first class, or express mail service when prescribad
by an agency head. Outside these areas, Confidential informa-
tion shall be transmitted only as is authorized for higher

classifications. (4-103)

H. Lloss or Possible Conxprorxlise. Any person who has knowladge

of the ioss or possible corpromise of classified information
shall immediately report the circumstances to an official
designated by ths agency or organization. In twm, the
originating agency shall bs notified about the loss or compromise
in order thzat a damege assass—ent may be conducted ard approprizte

measures Taken to negate or mnimize any adverse effect of such

a cormremise, An immsdizT: Incuiry shall be initiated by the
agency wndsr vhose cognizance the loss or compromise ccourred,
for the purpose of taking corvective measures and appropriate

administrative, disciplinary, or legal acticr. (u~103)

I. Dostruction. Non-record classified informetion that has
served its intended purpose shall be destroyed in accordance
with procedures and methods approved by the hesi of the agancy.
The method of destruction selected must preclude recogrition

or reconstruction of the classified information or material.

(4-103)
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V. IMPLEMENTATION ANiD REVIEW

Challenges to Classification. Agency programs established to

jmplement the Order shall encourage holders of classified
information to challenge cla._ssification in cases where there
is reasonable cause to believé'that information is classified
unnecessarily, inproperiy, br for an.inappmpriate paricd of
time. These programs shail provide for action on such
challenges or appeals relating thereto within thirty ééys

of receipt end for notificztion to the challenger of the
results. "han requested, sronymity of the challenger shall
be preservad. (5-50%(2)) |

VI. GINZRAL FRIVISIONS

A. Notification. Notification of unscheduled changes in

classification or chanzes in duration of classification ray

be by general rather than specific notice. (4-102)

B. Posted liotice. If prompt re-marking of large quantities

of information would be unduly burdensome, the custodian may
attach a changs of classification notice to the storage it
in lieu of the rarking action otherwise required. Each notice
shall indicate the change, the authority for the action, the

date of the action, and the storage units to which it applies.
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Items permanently withdrawn from such storage wits shall be
macked promptly in accordance with the marking provisions
herein. However, when information subject to a posted
downgrading, upgt"a;iing, or declassification notice is withdrawn
from one storage uﬁi‘t solely for transfer to another, or a
storage unit contajning. such information is transierred Ifrom
one place to another, the transfer may be made without marking
if the notice is attached +to or remains with each shipment.

(4~102)

. os . . e
C. Downerading, Dec..zssizization, and Upgrading Markings.
* -

Whenever a éhange is rase in the original classification or
in the dz<es of downgrafinz or declassification of any
classifis? information, it znsll be promptly and conspicuously
marked +c indicate ths dmamz2, 'the.authority for the action,
the date of the action, and tTe jidentity of the parson taking

the action. Earlier classification markings shall be cancelled

vhen practicatle. (4-102)

D. Combat Operetions. The provisions of the Crder and this

. . s . emittal . op

Directive with rogard to dissemination, ’tmmtﬁa_, o

safeouarding of classifi=d information may be so modified in
o

connection with combat or corbat-related operations as iz

. e 1
Secretary of Defense may by regulatlons preseribe,  (4-103)
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E. Publication and Effective Date. ThisiDirective shall be

published in the Federal Register. It shall become effective

December 1, 1978.  (6-204)

AMES B. RHOADS

Acting Chairman
teragency Classification
Review Committee

October 2, 1978
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